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MNOJIO)KEHHME
00 obecneyennn 6€30NaCHOCTH NePCOHAJIbHBIX JaHHBIX NPH HX 00paboTKe B
HH(MOPMALHOHHBIX CHCTEMAX NEPCOHAIBHBIX JAHHBIX

1. Hacrosmee Ilonoxkenwe ycranapnmmBaeT TpeGoBaHHA K obecredeHHI0 6e30macHOCTH
NEPCOHAIBHBIX JIAaHHBIX NPH HX 00paboTKe B HHQ)opMauHommx CHCTeMax IePCOHAIBHBIX JaHHBIX
B 006pa30BaTEeTEHOM YUpPEKICHUH.

Hacrosmee Ilonoxenne paspaborano B cooTBercTBHH ¢ TpeboBanmsmu DenepansHOro
3akoHa "O nepcoHanbHBIX JaHHBIX" H [Tonoxenus 06 obecneyennu 6€30MaCHOCTH MEPCOHATBHBIX
NaHHBIX MpH WX 00paboTke B HWHPOPMAIMOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX,
yTBEpXeHHOro nocranopnenueM [Ipasurenscrea PO ot 17 Hos6ps 2007 r. Ne781.

2. OcHOBHBIE TEDMHHBI, HCTIONIB3YEMEIE B HAacTOsImIEM [T0JI0KEeHHH:

1) nepconanbHble naHHBlE — mo6Gas WH(OpPMANMs, OTHOCAMANCS K ONpPENEIEHHOMY WIIH
OnpeJensieMOMY Ha OCHOBaHHH TaKoi HHpOpMaIUH (H3HIeCKOMY JHIY (CYOBEKTYy NepCOHAIBHBIX
J@HHBIX), B TOM YHCJIE €ro (haMHIIus, UMs, OTYECTBO, I'OJI, MECHIL, J1aTa H MECTO POXIEHHS, ajIpec,
CeMeiHOe, COIMAIIbHOE, HMYILIECTBEHHOE MOJIOKeHHe, oOpazoBaHue, npodeccus, AOXOAbI, Apyras
HH(pOpMALHUSL;

2) obpaboTKa NMepCOHANBHBIX NaHHBIX — ACHCTBHS (ONEpAlMH) C EPCOHATBHBIMH JaHHBIMH,
BKJIIOYas cOOp, CHCTEMATH3AlMIO, HAaKOIUIEHHEe, XpaHeHHe, YTOYHeHHe (0OHOBIIeHHE, H3MEHEHHE),
HCIIOJIb30BaHME, pacnpocTpaHeHHe (B TOM d4Hcie nepenady), obesnuuuBaHue, OJIOKHpOBaHHE,
YHHYTOXXEHHE NIEPCOHAIBHBIX NaHHBIX;

3) pacnpocTpaHeHHE NEPCOHANbHBIX JAHHBIX — JCHCTBUs, HANpABJICHHBIE HA TMepeaavy
NIEPCOHAIBHBIX JAHHBIX ONpEJIEIEHHOMY Kpyry JHIl (mepejada NepCOHANbHBIX MAHHBIX) WM Ha
O3HaKOMJIEHHE C TEPCOHAIBHBIMH [aHHBIMH HEOIrPaHWYEHHOr0 Kpyra JIMIl, B TOM 4HCIE
00HapoJ0BaHHE INEPCOHATBHBIX JAHHBIX B CPEACTBaX MAacCOBOM HH(pOpMAlWH, pa3MelieHHE B
HH(pOPMaAIHOHHO-TENICKOMMYHHUKAIIHOHHBIX CETSX MM MPEJOCTaBlIEHHE JOCTYIA K NEPCOHATBHBIM
JIaHHBIM KaKHM-TTHO0 HHBEIM CcIIoCcOOOM;

4) HWCNONBL30BAHHE TNEPCOHATBHBIX MAHHBIX — JEHCTBHA (ONepalMH) C MNEPCOHANBHBIMH
NaHHBIMH, COBEpIIAEMbIE B MENAX MNPHHATHS pPEIICHHM WM COBEPIICHHS WHBIX [ICHCTBHIM,
MOPOXK/IAIOIIMX IOPHIHYECKHE MOCIIEJCTBHS B OTHOIIECHHH CyOBEKTa NMEPCOHAIBHBIX JAaHHBIX HIIH
JApyrux Jjmi Jubo HWHBIM 00pa3oM 3aTparuBarOIMX NpaBa H CBOOOIBI CyOBEKTa NMEPCOHAIBHBIX
JAHHBIX WM JPYTUX JIHIL;

5) OIOKMpOBaHHE TMEPCOHANBHBIX JAaHHBIX — BpPEMEHHOE IpekpameHne cbopa,
CHCTEMATH3allMH, HAKOIUICHHS, HCIIOIB30BAHUS, PACIIPOCTPAHEHHS MEPCOHANBHEIX NAHHBIX, B TOM
YHCIIE UX MepeIavH;

6) yHHUYTOXKEHHE NEPCOHAIBHBIX JAaHHBIX - JEHCTBHSA, B pe3yjbTare KOTOPHIX HEBO3MOXKHO
BOCCTAHOBHThH COJIEP)KAHHE TEPCOHAIBHBIX JAaHHBIX B HH(OOPMALMOHHONH CHCTEME ME€PCOHAIBHBIX
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JIAHHBIX HJIA B PE3yJIbTATE€ KOTOPBIX YHHYTOXKAIOTCH MATepHabHBIE HOCHTEIH MEPCOHATBHBIX
JaHHBIX;

7) MHQOpPMAUMOHHAS CHCTEMAa IEPCOHAIBHBIX NAHHBIX — HH(OPMALMOHHAS CHCTEMA,
TNpe/CTaBIAomas CO00H COBOKYITHOCTh NMEPCOHANBHBIX JAHHBIX, COAEPKAIMXCS B 6aze NaHHBIX, a
TaKke HHYOPMAUMOHHBIX TEXHOJOTHM M TEXHMYECKHX CPENCTB, MO3BOJISIOLIMX OCYILECTBIIATh
00paboTKy TakuX NMEPCOHATBHBIX JAHHBIX C HCIONB30BAHMEM CPEJCTB ABTOMATH3AUMHM MM 6e3
HCTIOJIb30BaHUSA TAKHX CPEACTB (naiee - HHYOpPMALMOHHAS CHCTEMA)

8) TeXHMYECKHE CPE/ICTBA, MO3BOJISIONINE OCYIIECTBIATH 00paboTKy NMepCOHANBHBIX JaHHBIX
— CPEACTBa BHIYHCIIMTENbHOM TEXHHMKH, WH()OPMAIMOHHO-BEIYHCIIHTEILHBIE KOMIUIEKCH H CETH.
CpeICTBA M CHCTEMBI NEpENayu, NpHemMa M 0OpabOTKH NepCOHANBHBIX JAHHBIX (CpeicTBa H
CHCTEMBI 3ByKO3allMCH, 3BYKOYCHIICHHS, 3BYKOBOCIIPOH3BE/ICHHUS, IEPETOBOPHEIE H TEJIEBH3HOHHbIE
YCTPOHCTBA, CPEACTBA H3TOTOBJICHHS, THPAKHPOBAHHS JOKYMEHTOB H JIPYTHE TEXHHUECKHE
cpenctea 06paGoTKH pedeBoM, rpapudeckod, BHAEo- H GyKkBeHHO-LH(POBOIH uHboOpManUn),
IpOrpaMMHBIE CPEJICTBA (ONEPALHOHHBIE CHCTEMBI, CHCTEMBI YIIPaB/ieHHs 6a3aMM JaHHBIX H T.IL.),
Cpe/ICTBa 3alIMTEI HHPQPMALIMH, IPHMEHsIEMBIE B HH(POPMAIMOHHEIX CHCTEMAX.

3. be3onacHOCTh  NEpCOHANBHBIX  JAHHBIX  JIOCTHTAETCS  MyTEM  MCKIIOYEHHS
HECaHKIHOHHPOBAHHOIO, B TOM YHCJIE CIIy4alHOro, JOCTYNa K MEPCOHAIBHBIM JaHHBIM,
Pe3yJIbTaTOM KOTOPOTO MOXET CTaTh YHHYTOXEHHE, H3MEHEHHE, GIOKHpOBaHHME, KOMMPOBaHHE,
PacrpoCTpaHEHHE NEPCOHANbHBIX JaHHBIX, & TAKXKE HHBIX HECAHKIIHOHHPOBAHHBIX JIEHCTBHI.

BesonacHocTh nepcoHaNBHBIX NaHHBIX IpH HX 06paGoTke B HHMDOPMALMOHHBIX CHCTEMAX
obecrieynBaeTCs C TOMONIBIO CHCTEMbI 3aIIMTHI MEPCOHANBHBIX JAHHBIX, BKIIOYAIOMIEH
OpraHM3alMOHHBIE MEPhl H CpEACTBA 3aAlUMThl HWHPOpManMH (B TOM 4YHCIE LH(POBAIbLHBIE
(KpunTorpadguyeckue) CpeacTBa, CPENCTBA MPEIOTBPALICHHS HECAHKIHOHHPOBAHHOTO JOCTYIIA,
yTe4KkH MHQOpPMAIlMH 1O TEXHHYECKHM KaHalaMm, MpOrpaMMHO-TEXHHYECKHX BO3JAEHCTBHH Ha
TEXHHYECKHE CpeAcTBA 00pabOTKM TNEPCOHANBHBIX MNAHHBIX), @ TAKKE MCIIONb3yeMble B
HH(DOPMALMOHHOK CHCTeME HWH()OPMALMOHHBIE TEXHONOTMH. TEXHHYECKHE M IIPOrpaMMHBIE
CPEACTBAa NOJDKHBI Y/IOBJIETBOPSTH YCTAHABIMBAEMBIM B COOTBETCTBHH C 3aKOHOAATEIHCTBOM
Poccuiicko¥ ®enepanuu TpeGoBaHHSIM, 06€CIEYHBAIOIIAM 3aITATY HHYOPMALIHH.

Jlit  obecniedenns 6e30mMacHOCTH NEPCOHAIBHBIX JAHHBIX @PH  HX obpabotke B
MH(OPMAIMOHHBIX CHCTEMaX OCYIIECTBISETCS 3alldTa pedeBol HHGMOPMALHH H HHpOpMaIHH,
obpabaTbiBaeMO# TEXHHYECKHMH CDEJCTBAMH, a TaKKe MH(OPMAIMHM, IPENCTABICHHON B BHE
WH(OPMATHBHBIX 3JIEKTPHYECKAX CHIHAIOB, (U3HUECKHX mOJIeH, HOCHTENel Ha OyMaKHOM.
MardiMTHOH, MarHUTHO-ONITHYECKON ¥ WHOM OCHOBE.

4. Pabotel no obecneyennio 6e30MaCHOCTH MEPCOHATBHBIX NAHHBIX NPH MX 06paboTKe B
HHQOPMALMOHHBIX ~CHCTEMAX SBISIOTCS HEOTHEMJIEMOM 4YacThio paboT 10  CO3JaHMIO
HH(pOPMALIHOHHBIX CHCTEM.

5. MHWudopManuoHHBEIE CHCTEMBI KIacCHQUIMPYIOTCS B 3aBHCHMOCTH OT oOBeMa
0OpabaTeIBaEMBIX MMM IEPCOHATBHBIX IAaHHBEIX M Yrpo3 G€30NMacHOCTH J>KM3HEHHO BaKHBIM
HHTEpeCcaM JIMYHOCTH, 0OIIEecTBa U rocy1apcTBa.

Ilopspox nmposeneHnss kinaccHuKaumu HHOOPMALMOHHBIX CHCTEM YCTAHABIHBAETCS
coBMecTHO DeziepanbHOl Ciryx00i M0 TEXHHYECKOMY H SKCHOPTHOMY KOHTpoio, MenepanbHoit
cmyx0Oo#i  GesonacHoctd Poccuiickoli ®enepamu ¥ MUHHCTEPCTBOM  HMH(DOPMAIMOHHBIX
TeXHOJOrHH H cBA3u Poccuiickoit ®enepanun (ITpukasz PenepanbHoi ciryxObl 10 TEXHHYECKOMY H
3KCIIOPTHOMY KOHTpommo Ne55, ®enepanbHoii ciyxObl Ge3omacHocTH Poccuiickoit Menepamuu
Ne86 u MunucTepcTBa HHPOPMAIMOHHBIX TEXHOJIOIHM U cBs3M Poccuiickoit ®enepanmu Ne20 ot
13.02.2008 r. "O6 yTBepx/IeHHH MOPSIKA IPOBEAEHHS KIACCHHUKAMHE HHPOPMAITHOHHEIX CHCTEM
NEPCOHAIBHBIX JaHHBIX").

6. O6men nepcoHaNTBHBIMM JaHHBIMH TIpH HX 00paboTke B HH(POPMAIMOHHBIX CHCTEMAx
OCYIIECTBIISICTCS 1O KaHAlaM CBS3H, 3allliTa KOTOPBIX oOOecreydBaeTcss IMyTeM peaH3aluu
COOTBETCTBYIOIIMX OPraHH3aLMOHHBIX MEP H (MJIH) ITyTEM NIPUMEHEHHS] TEXHHYECKHX CPEJICTB.

7. Pasmemenue HWH(OPMAIMOHHBIX CHCTEM, CIeNHalbHOe OOOpYJOBaHHE M OXpaHa
MOMEIIEHHH, B KOTOPHIX BeleTCs paboTa C NEPCOHATBHBLIMH JaHHBIMH, OpraHW3alMs peXuMma
obecneyenus 6e30MaCHOCTH B 3THX IIOMEMICHHUSX AODKHEI 06€CIeunBaTh COXPAHHOCTh HOCHTEIEH




NEePCOHANBHBIX JAHHBIX W CPEJACTB 3allMThl HHPOpMAIMM, & TAK)KEe MCKIIIOYaThb BO3MOXKHOCTDH
HEKOHTPOJIMPYEMOTO IPOHHKHOBEHHS HITH NPEObIBaHUA B 3THX NOMELICHHSAX TOCTOPOHHMX JIHIL.

8. O6pazoBarenbHOe yupexaeHHe o00s3aHO obecreunBaTh 0€30MaCHOCTH MEPCOHATBHBIX
JAHHBIX IpH UX 06paboTke B ”HGOPMAIHOHHON CHCTEME

9. Ilpn 06paboTKe MEPCOHANTBHBIX JAHHBIX B WH(OOPMAIMOHHOH CHCTEME IOJDKHO ObITh
obecneyero:

a) TMpOBE/IeHHEe MEPONPUATHH, HANpPaBJICHHBIX Ha NPEIOTBPAICHHE HECAHKIIMOHHPOBAHHOIO
JI0CTYNA K MEPCOHANBHBIM JaHHBIM H (WJIH) NEpeadyd HX JIMIaM, He HMEIOIIMM IpaBa J0CTyna K
Tako# HHGOpPMAaIIHH:

6) cBoeBpeMeHHOEe 0OHapyx)eHHe (aKTOB HECAHKIIHOHMPOBAHHOIO JOCTYINA K NEPCOHAIBHBIM
JIAHHBIM;

B) HEJONYIIEHHE BO3JICHCTBHS HA TEXHHYECKHE CPECTBA aBTOMATH3HPOBAHHOW 0OpaboTKH
NEPCOHANBHBIX JIAHHBIX, B PE3yJIbTATE KOTOPOrO MOXET OBITh HAapyIIEHO MX (YHKUHOHHPOBAHHE;

r) BO3MOXKHOCTH  HE3aMEJUIMTEIbHOIO  BOCCTAHOBIIEHHWS  IEPCOHAIBHBIX  JIAHHBIX,
MOIM(DHIIMPOBAHHEBIX WAN YHHYTOXKEHHBIX BCIEICTBHE HECAHKIIMOHHPOBAHHOI'O JIOCTYIA K HHM;

1) IOCTOSIHHBIA KOHTPOJIb 32 00ecrie4eHHeM YPOBHS 3allIMINIEHHOCTH NEPCOHANBHBIX JaHHBIX.

10. MeponpusTus 1o obecredenuio 6e30MacHOCTH NEPCOHANBHBIX JaHHbIX IIPH HX 06paboTke
B HH(DOPMAIIMOHHBIX CHCTEMaX BKJIIOYAIOT B ceOs:

a) ompeneNeHHe yrpo3 0€30MAaCHOCTH MEPCOHANBHBIX JAHHBIX NpH HX obpaboTke,
dopmupoBaHuE Ha UX OCHOBE MOJIENH YTPO3;

6) pa3paGoTKy Ha OCHOBE MOJEIM Yrpo3 CHCTEMBI 3AQUIMTHI MEPCOHAIBHBIX JIaHHBIX,
obecnieunBalomeif HEWTpAIM3alMIO [PEANOIaraéMeIX Yrpo3 C HMCHOJIb30BAaHHEM METOJ0B H
crnocoGOB 3alUTHl TEPCOHANBHBIX JAHHBIX, MPEIYCMOTPEHHBIX IJIA COOTBETCTBYIOMIErO Kiacca
HH(POPMAITMOHHBIX CHCTEM;

B) MPOBEPKY T'OTOBHOCTH CPEJICTB 3alllWThl HH(OPMALMK K MCIIOJIB30BaHHIO C COCTABJICHHEM
3aKITIOYEHHH O BO3MOXXHOCTH MX 9KCIUTyaTalluu;

I) YCTAHOBKY M BBOJA B 3KCIUTyaTallMiO CPEACTB 3aIIMTHl MHQOpMALHMH B COOTBETCTBHH C
3KCIUTyaTAllAOHHOM ¥ TEXHUYECKOH JOKYMEHTALUEH;

1) ofydeHHe IMI, HMCHOJB3YIOIIMX CPEACTBA 3alMTBl HMH(pOpPMAUMH, NPHMCHSICMBIC B
MH(OPMAMOHHBIX CHCTEMAX, IIpaBHIaM paboThl C HUMH;

€) yd4eT MPHUMEHSEMBIX CPEACTB 3AlUTHI HHMOPMAIMH, IKCIUTyaTALHOHHOA H TEXHHYECKOH
JOKyMEHTAIlMH K HEM, HOCHTEJIEH NIepCOHAIbHBIX JaHHBIX]

) y4eT JMI, JONMyIIeHHBIX K paboTe ¢ NEPCOHANbHBIMH JaHHBIMH B MH()OPMAIMOHHOMH
CHCTEME;

3) KOHTPONb 3a COOJIONEHHEM YCIOBMIl HCIIONB30BaHHS CPE/ICTB 3alMTHI WH(OPMAIHH,
NpeyCMOTPEHHBIX IKCILTYaTallHOHHON W TEXHHYECKOH JOKYMCHTAIHEH;

M) pa3GMpaTeNbCTBO M COCTABIEHHE 3aKiIO¥eHMH Mo (akram HecoOmoneHHUA yCIOBHH
XpaHEHHs] HOCHTEJeH MepCOHANBHBIX JAaHHBIX, MCIOJIB30BAHHA CPEJICTB 3alATHI uH(pOpMAaITHH,
KOTOpEIE MOTYT NPHUBECTH K HAPYUICHHIO KOH(HIECHIHAILHOCTH NEPCOHATBHBIX JAHHBIX HITH
JPYTMM HAapyIIEHHSM, IPHBOJAIIMM K CHI)KEHHIO YPOBHS 3alIHINCHHOCTH IIEPCOHATIBHBIX IaHHBIX,
pa3paGOTKy W NPHHATHE Mep 110 IPEJOTBPAIICHAIO BO3MOKHBIX OIACHBIX IOCIE/ICTBUH MOAOOHBIX
HapyIlIeHHH;

K) OIIHCAHHE CHCTEMBI 3aIUTHI IEPCOHANBHBIX TaHHBIX.

11. Jlns pa3paboTKH M OCYIIECTBIEHHS MeponpHsTHil mo obecrnedeHHio 6e30macHOCTH
NepCcOHANBHBIX JAHHBIX NpH HX 06pa6oTke B HWHPOPMALMOHHOH CHCTEME HA3HAYACTCA
JOJDKHOCTHOE JHIO (paGOTHHK), OTBETCTBEHHBIA 3a obecriedeHHe 0€30TMaCHOCTH MEPCOHATBHBIX
JIaHHBIX.

12. Jluma, JOCTYm KOTOPHIX K I[I€PCOHAIBHBIM JaHHBIM, oOpabarbiBaeMbM B
uH(OPMALMOHHOM cHcTeMe, HEOOXOIUM [UIsl BBITOJTHEHHSA ciyxeOHBIX (TPYJOBBIX) 00s3aHHOCTE}H,
JONMyCKAlOTCA K  COOTBETCTBYIONIMM  II€PCOHAIBHBIM  JIaHHBIM Ha OCHOBAaHHH  CITHCKa,
YTBEPIKAEHHOTO PYKOBOJMTENEM 00pa3oBaTeIbHOIO YIPEXKACHHS.

13. 3ampockl monib3oBarenel MHOYOPMALMOHHOW CHCTEMBI Ha MOJYHYCHHE NEPCOHATBLHBIX
JAHHBIX, BKJIIOYAs IMIl, yKa3saHHBIX B IyHkTe 12 Hacrosmero [lonoxeHHs, a TaKxke (dakTsl
NpeloCTaBeHAs  IEPCOHANBHBIX  JaHHBIX [0  JTHM  3alpocaM  PErdCTpHpYIOTCH




ABTOMAaTH3HPOBAHHBIMH CPEJICTBAMH uH(pOPMAIMOHHON CHCTEMBI B JIEKTPOHHOM OKypHAIC
obpamenmii. CozepxaHue 3JIEKTPOHHOrO KypHala obpamieHuii IepHOMYECKH MPOBEpACTCS
JOJDKHOCTHBIM  JHIOM  (pabOTHHKOM), ~OTBETCTBCHHBIM 2a obecriedeHue 0€30MaCHOCTH
epCOHATBHBIX JAHHBIX.

14. Tlpu obGHApyKeHMH HapyLICHHH MOps/KA MpeIOCTABNICHHs NEPCOHANBHBIX JAHHBIX
obpasosaTeNbHOE  YUPEXICHHE — HE3aMC/UTHTEILHO NPHOCTAHABIMBAET  NPEIOCTABJICHHE
NepCOHATBHBIX J@HHBIX I10JIb30BATE/AM uH(pOPMALMOHHON CHCTEMbI JIO BBIABICHHA [PHYHH
HapyIIEHHUH B yCTPAHEHUS STHX NPHIHH.

15. Peanmm3anusi TpeGoBaHHH 10 0OECICICHHIO 6eszonacHocTH HHGOpMAIMH B CPEACTBAax
3anMTHl MHGOpPMAIHH BO3/IaracTcs Ha HX pa3paboTYHKOB.

16. K cpezcrsam 3amuThl HEQOPMAIIMH, [PeIHA3HAYCHHBIM UL obecnieuenus 6€30MaCHOCTH
NepCOHANBHBIX JaHHBIX IPH MX 06paboTKe B MH(QOPMAIMOHHBIX CHCTEMaX, NPAJIAraroTes Npasuia
[1OJIb30BaHMS STHMH CpPEe/ICTBAMH, COTJIACOBAHHBIC C denepanbHOM CITyXOO0H 10 TEXHHYCCKOMY H
5KCIIOPTHOMY KOHTPOIIO H denepansHoll ciyx0oi He30macHOCTH Poccuiickoit Dejepallid B
npejieNax ux NoJTHOMOYHH.

W3MeHeHHE YCJIOBMH TNPHMEHEHHs CpPEICTB 3alIATHI uHOpMaLHH, MPEAYCMOTPEHHBIX

yKa3aHHBIMH PABHJIAMH, COTJIACOBBIBACTCA C STHMH denepanbHBIMH OpraHaMH HCIIOJIHATEILHON
BJIACTH B TIpeJIe/iax X MOJTHOMOYAH.
17. Cpencta 3auThi MH()OpPMAIMH, NpEJHA3HAICHHBIC mns  obecriedenus ©e30MaCHOCTH
[IEpPCOHANBHBIX JAHHBIX TPH KX o6paboTke B MHGOPMALMOHHBIX CHCTEMAX, MOZAICHKAT ydery ¢
HCIIONB3OBAHAEM WHIEKCOB WM YCIOBHBIX HAHMEHOBAHMH M PErMCTPAIIMOHHBIX HOMEPOB.
[lepeyeHp HHEKCOB, YCIOBHBIX HAWMEHOBAHMN M PErHCTPAlHOHHBIX HOMEPOB OIMpPEICIACTCH
DepepanbHO# CITyKOOM 10 TEXHHYECKOMY H SKCIOPTHOMY xonTpomo u DeepanbHOl CiyXOO0H
GezonacHocTu Poccuiickoi denepanuy B Mpeaenax ux MOJTHOMOYMH.




